MIHICTEPCTBQ OCBITHU | HAYKHU YKPATHU
HALIIOHAJIbBHUUW TEXHIYHWUM YHIBEPCUTET
« THITTPOBCBHKA TTOJIITEXHIK Ay

3ATBEPJUKEHO
BueHoto panoro yHiBepcurery
«30» yepsHst 2026 poky, nporokon Ne 18

(31 3MiHamu, 10 3aTBepaKeH] Buerowo
Panoro 21.08.2026, npotokos Ne 20)

ennaniv [NIBHAK
2026 p.

OCBITHBO-TIPO®ECINHA ITPOT'PAMA BHIILOT OCBITHU

«Kioepoesneka»
I'AJIV3b 3HAHb F Indopmauiviti TEXHOIOTIT
CITIELTAJIBHICTb FS Kibepbe3neka Ta 3aXUCT IHQOPMALLiT
PIBEHb BUIIIOI OCBITU Ilepunii (6aKanaBpchbKuii)
CTVYIIIHb bakanaBp
OCBITHS KBAJII®IKALILA bakanasp 3 kibepOe3neku Ta 3aXUCTy
| iHdopmallli =

VYBoauthcs B Aito 3 01.09.2026 p.

Haxkas Bij «30» uepBHs 2026 p. Ne 111
(31 3minamu, Hakas Bix 21.08.2026 Ne 133)

PexkT .
Onexcanap ASIOKOBCHKHN

JHinpo
HTY «JAI1»
2026
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Kadenpa Gesneku indopmallii Ta Te1eKOMyHIKaIlii
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B.o. 1exkaHa QaKyJbTeTy
iH(popMAaLIHHIX TEXHOIOTIH % 2 L. OmimeBchKHi
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[NEPEIMOBA

Po3po6ieHo pobouoto rpymnoro y ckiaii:

1. T'epacina Omnexcannpa BonomumupiBHa, K.T.H., JOLEHT, JOLEHT Kadeapu
Oe3neku 1HQOpMalli Ta TEIEKOMYHIKAlId — KEpIBHUK poOOYOi rpymu, TapaHt
MPOrpamH.

2. Kopnienko Banepiit IBanoBuu, n.T.H., mnpodecop, 3aBiayBaud Kadeapu
Oe3mneku 1H(popMmallii Ta TeTeKOMYHIKaIIi — YWieH poOodoi rpymni.

3. Karaniit Tersna CranicnaBiBHa, 1.¢).-M.H., npodecop, npodecop kadenpu
Oe3neku iH(opMmallii Ta TeIeKOMYHIKalIi — YWieH poOo4oi rpymnu.

4. Kpyuinin Omnexkcanap BonogumupoBud, crapmuii Bukiagad kadeapu
Oe3neku iH(opMmallii Ta TeIeKOMYHIKaIIi — YieH poOodoi rpymni.

5. TumodeeB Jmutpo CepriiioBuy, crapmuil BUKIagad kKadeapu Oe3neku
iHopMaIlii Ta TeIEKOMYHIKAI[{ — 4jeH poO0oyoi rpyIu.

6. Crakanuyk Muxaiino IOpiitoBuu, ctynent rpynu 125-23-2.

Perien3ii-BIATyKH 30BHINIHIX CTEHKXOJIEPIB:

1. KOpii [TOHOMAPEHKO, HadambHHK CEKTOPY 3aXHUCTy KPUTHYHOI
iHGpacTpykTypu YmpasiiHas Jlepxkcnen3s’si3ky y JIHIIpoOmeTpoBChKiN 006acTi,
IMMOJIKOBHUK.

2. Banepiit €CIH, nupextop TOB «CreriainbHi 3aXUCHI CUCTEMM.
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BCTVII

OcsiTHRO-TIpO(eciiiHa mporpama po3pobieHa Ha ocHOBI CTaHmapTy BUIIOL
OCBITM  NIATOTOBKM  OakanaBpiB  cnemianbHocTi 125 KibGepOesneka  (Haka3
MinictepctBa ocBiTH 1 Hayku Ykpainu Bifg 04.10.2018 Ne 1074) 3 ypaxyBaHHSM
3MiHM Ha3BU creniaabHocTi 125 KibepOesneka ta 3axuct iHdopmanii (Ilocranosa
Kabinery Minictpie Ykpaiau Bim 16 rpymas 2022 p. Ne 1392), makazsy MOH
Vkpainu Big 13.06.2024 Ne842 «IIpo BHECEHHS 3MIH 10 JESKUX CTaHIAPTIB BHILOi
ocBiTh», Hakazy MOH Vkpainu Big 29.10.2024 Ne 1547 «IIpo BHeceHHs 3MiH A0
CTaHAapTy BUIIOT OCBITU 31 cnemianbHOcTl 125 «KibepOe3neka» sl Mepuioro
(OakanaBpChKOro) piBHSI BUIIOT OCBITHY.

OcgimHbo-npogecitina npoepama UKOPUCMOo8yEMbCS Nio 4ac:

— JIILIEH3YBaHHs CHELIaTbHOCTI Ta aKpeIuTallli OCBITHBOT TPOrPaAMH;

— CKJIaJIaHHS HAaBYAJIbHHX TUIAHIB;

— ¢opMyBaHHs poOOYHMX MPOrpaM HAaBYAIBHUX TUCHUIUIIH, cuiabyciB, mporpam
NPAKTHUK, IHIUBIIyaIbHUX 3aBJaHb;

— (hopMyBaHHsI 1HAUBIIyaTbHUX HABUAJIbHUX IJIAHIB CTY/ICHTIB;

— po3po0IeHHS 3aC001B A1arHOCTUKU SIKOCT1 BHIIO1 OCBITH;

— atecrarii 0akanaBpis creriaabHocTi FS KiGepOesneka ta 3axucT iHpopmarii;

— BU3HAYEHHS 3MICTY HaBYaHHS B CHCTEMI MEPENiATOTOBKM Ta IMiJBUIIEHHS
KBauTidikarii,

— mpodeciiiHoi opieHTalii 3100yBaviB ¢axy;

— 30BHIIIHBOTO KOHTPOJTIO SIKOCT1 MIATOTOBKH (DaxiBITiB.

Kopucmysaui oceimnvo-npoghecitinoi npoepamu.

— 3100yBayi BUIIOT OCBITH, K1 HaB4atOThCst B HTY «JI11»;

—Bukmamgadi  HTY «/IIl», ski  301MCHIOIOTH,  MATOTOBKY  OakajaBpiB
crienianbHocTi FS KibepOesneka ta 3axucT iHpopMaIiii;

— eK3aMeHalliiiHa Komicis  cremianbHOCTI  F5 KibepOesneka Ta  3axuct
iHbOopMaIii;

— npuiimanbHa koMiciss HTY «/II1».

OcBiTHA MporpamMa MOMIMPIOETHCS HA Kaenpu yHIBEPCUTETY, K1 OepyTh y4acTh
y migroroBii ¢axiBiiB cryneHs OakamaBpa crerianbHocTi F5 KiGepbesneka Ta
3axucT iHpOopMaIrii.

1 IPO®LJIb OCBITHLOI ITIPOTPAMMU

1.1 3aranbHa indopmanis

IloBHa Ha3Ba 3aKiany HamionanbHuit TexHIYHUNA yHiIBepcUTET «/{HIMPOBChKA MOJITEXHIKAY,
BUIIOT OCBITH Ta ¢baxkynbTeT iHpOpMaLIfHUX TEXHOJIOTIH, Kadeapa Oe3neku iHPpopmarii
IHCTUTYTY ((aKynbTeTy) Ta T€JIEKOMYHIKaIlii

Cryninb Bumoi ocBitu Ta | bakanasp
Ha3Ba KBajidikamii bakanaBp 3 kibepbe3neku Ta 3axXucTy iHpopmarii

Odiuiiina Ha3Ba ocBiTHBOI | KibepOesneka
porpamu




dopma 3100yTTS BUIIOT
OCBITH

Ouna (neHHa), 3a04Ha

Tun qumiomy Ta oocsr
OCBITHBOI IPOTPaMH

Jurnnom 6akanaBpa, oquHAYHUNA. OOCAT 0CBITHRO-TIPO(dECciiHOT
nporpamu 240 kpeautis EKTC.

Ha 6a3i crynenst «monoamuii 6akanaBpy (OCBITHBO-
KBaTi(piKaIiifHOTO PIBHS «MOJIOIIINN CIICLIANICT) BU3HAIOTHCS Ta
nepe3apaxoByroThes 60 kpenutiB CKTC, orpumaHux B Mexax
HOTIePETHROT OCBITHHOI MPOTPAMH MiIrOTOBKH MOJIOIIIOTO
OakanaBpa (MOJIOIIOTO CIIEIIaIicTa).

Ha ocHoBi cTymieHs «paxoBuii MOJIOAIIHI OakamaBpy 3akiiaj BHIOT
OCBITH Ma€ IIPaBO BU3HATH Ta Iepe3apaxyBaTu He OuIbIie Hix 60
kpeautis €EKTC, oTpuMaHux 3a MONEPEIHHOI0 OCBITHHOIO
MporpaMoro (haxoBoi NepeABHUIIOi OCBITH.

TepMiH HaBYaHHS — HAa OCHOBI MIOBHOT 3arajibHOT CEpPEeIHbOT OCBITH —
3 poku 10 MicA11iB; HA OCHOBI CTYIEHS «MOJIOAIINI OaKanaBp»
(OCBITHBO-KBaJI(IKaLIHHOTO PIBHS «MOJIOAUINI CIIELIaNicT»),
«(axoBuit Mmonoamuii 0akanaBp» — 2 poku 10 micsiiiB

HasBnicTs akpeguTartii

MinicTepcTBO OCBiTH 1 Hayku YKpainu. CepTudikar mpo akpeauTariro
cnemiampHocTi  YJ[ Ne 04020510  BimmoBimHO A0 pilIeHHS
AxpemutaniiiHoi kowmicii Bim 2 Oepesnst 2017 p. mportokon Nel?4
(maka3 MOH VYxkpainu Bixm 13.03.2017 p. Ne375, Ha mincraBi Hakazy
MOH Vkpaiau Bin 19.12.2016 Nel565), (na mincrasi Hakazy MOH
Vkpainu Big 19.11.2024 Nel1625)

Crpok naii ceprudikara 10 01 qumas 2027 p.
AxpenuTallis OCBITHBOT MPOTPaMH HE MPOBOMIIACS

Huxn/piBeHb HPK VYxkpainu — 6 pienp, FQ-EHEA — nepmmii muxn, EQF-LLL — 6
pIBEHb
[TepenymoBu Oco6a mae mpaBo 3100yBaTH CTYMiHL OakaaBpa 32 YMOBH HAsIBHOCTI1

B HET [TOBHOI 3arajibHOI cepeIHbOT OCBITH / CTYICHS «MOJIOAIINI
OakanaBp» (OCBITHbO-KBATI(PIKAIIHHOTO PIBHS «MOJIOAIINAN
CHerianmicT») / cTyneHs «paxoBUil MOJOAMINN OaKagaBp»
Oco06IMBOCTI BCTYIy Ha OCBITHIO ITPOTpaMy BU3HAYAIOTHCS
[IpaBunamu npuitomy 10 HarioHaIbHOTO TEXHIYHOTO YHIBEPCUTETY
«/IHimpoBCchKa moJTiTeXHIKa, 110 3aTBEpKeHI BueHoro panoro

MoBa(1) BUKIJIaaHHS

YkpaiHcbKa

Tepwmin nii ocBITHBOT
MPOrpaMu

Tepmin He Moke niepeBuliryBaty 3 poku 10 micaiiB Ta/abo nepion
akpenuTaiii. OCBITHS mporpama Hiisirae meperyisaay BiAmoBigHO 10
3MiH HOpMAaTHBHOI 0a3u YKpaiHu B cepi BUIIOT OCBITH, aJie HE
pijiie oHOro pa3y Ha piK

Inrepner-anpeca
MOCTIHOTO PO3MIIIEHHS
OIHCY OCBITHBOT
porpamu

http://www.bit.nmu.org.ua. Tadopmarriiinmii maket
3a CHELIANbHICTIO

OcgitHi nporpamu HTY «{I1»
http://www.nmu.org.ua/ua/content/infrastructure/structural divisions/
science met dep/educational programs/

1.2 MeTa ocBiTHBOI mporpamMu

[TinroToBka (axiBIiB 3 pO3pOOKH, BUKOPUCTAHHS 1 BIPOBAIKEHHS TEXHOJOTIH iH(popMariiiHOT
Ta/abo KkibepOesnekn 13 3a0e3MeYeHHSM OPraHIYHOTO IO€JHAHHS OCBITHBOI Ta MPAKTUYHOI
JUSIIBHOCTI 3 IHTErpalli€lo 10 MDKHApOJHOTO0 HayKOBO-OCBITHBOTO IPOCTOPY, sIKa HampaBiieHa Ha
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3100yTTS TOTTUOJICHUX TEOPETHMYHHX 1 NPAaKTHUYHUX 3HAHb MIOA0 (OPMYBaHHS 3IATHOCTI
po3B’sa3yBaTH (paxoBi3agadi B oOnacti iHpopmaniiiHoi Ta/abo KibepOe3nexu.

1.3 XapakTepucTuKa 0CBiTHLOI IPOrpamMu

[IpenmeTHa obmacTh

F Indopmariiini rexnosorii / F5 KidepOe3neka Ta 3axuct iHpopmarrii

OO’ €KTH BUBYCHHS:

— TEXHOJIOT1i KibepOe3nekn Ta 3aXucty iHdopmarii;

— IIPOIIECH YIPABIIHHS KiOepOe3MeKoro Ta 3aXUCTOM iHpOpMAILii;
00’ekTn iHPOPMAaLIHHOT AISUTEHOCTI, B TOMY YKCII iHpOpMaIliiiHi Ta
iH(pOopMaNiifHO-KOMYHIKaIliiiHi cucTeMu, iHpopMaliifHi pecypen i
TEXHOJIOT1I.

[{i11 HaBYaHHS! MIATOTOBKA (axiBLiB, 3/[aTHUX BUKOPUCTOBYBATH 1
BIPOBA/IKYBATH TEXHOJIOTIT K10epOe3eku Ta 3axXucTy iHpopMarlii Ta
PO3B’sI3yBaTH CKJIaJHI 3aa4l y rajy31 kioepOe3neku Ta 3aXucTy
1HpopMarlii.

TeopeTnuHuii 3MICT NpeaAMETHOT 00IaCTi.

[IpuHIMIH, KOHIENIII], TeOpii 3aXUCTY JKUTTEBO BAXKIUBUX IHTEPECIB
JIOAMHMU, CYCIIUIBCTBA, A€P>KaBH IiJ] 4aC BUKOPUCTAHHS
Ki0epnpocTopy, 3a IKOTro 3a0e3MeUyI0ThCS CTAINNH PO3BUTOK
1HGOpMaLIIHOTO CYCHUIbCTBA Ta HU(POBOTO KOMYHIKATUBHOTO
CepEeNIOBHIINA, CBOEYACHE BUSBIICHHS, 3aM00ITraHHS 1 HEUTpasizarlis
peaIbHUX 1 MOTEHIIIMHMUX 3arp03 HalllOHAJbHIN Oe3neni YKpaiHu y
KibeprpocTopi.

MeTto11, METOIMKY Ta TEXHOJOTI{: METOIU, METOJAUKH Ta TEXHOJIOT1]
PO3B’SI3yBaHHS TEOPETHYHUX 1 MPAKTUYHKX 3a/1a4 KibepOe3neku Ta
3axucTy iHbopMaIrii.

[HCTpYMEHTH Ta 0OaagHaHHSA: 3aCO0U, TPUCTPOI, MEPEIKHE
YCTaTKyBaHHs, MPUKIIATHE Ta CIEIiali30BaHe MPOrpaMHe
3abe3nedeHHs, iHpOpMaIliitHI CACTEMHU Ta KOMILJIEKCH ITPOCKTYBaHHS,
MOJICITFOBaHHSI, KOHTPOJIFO, MOHITOPHUHTY, 30epiranHs, 00poOKH,
BIIOOpaKEHHS Ta 3aXUCTY JAaHUX (1HGOPMAIITHUX TTOTOKIB).

OpieHTalrist OCBITHBOT
MPOrpaMu

OcBiTHBO-TIpO(heciiiHa, TPUKIAAHA Ta MAE HACTYITHI MpodeciiiHi
(cneriamizaiiifai) akIeHTH:

1. ITocuiieHa miaroToBKa B Taly3i AUCKPETHOT MATEMATHKH,
€JICKTPOHIKH, PaIIOTEXHIKH, aKYCTUKH, TMCKPETHOT 00pOOKH
iH(dOopMaIlii JTOriKo-MaTeMaTHYHHUMH METOIaMH Ta (HI3UKO-
TEXHIYHUMU 3aco00aMu;

2. ®yHaMeHTalbHA MiArOTOBKA 00 MPOCSKTYBaHHS, PO3POOKH,
BITPOBA/KEHHSI Ta CYIIPOBOIy KOMIUIEKCHUX CHCTEM 3aXUCTY
iHbopMallii, ika MUPKYITI0Ee Ha 00’ ekTax iHQopMaIliitHOT AisUTBHOCTI
JIep>KaBHOT Ta MPUBATHOT ()OPM BJIACHOCTI,

3. ITinroroBKa 31 CTBOPEHHS KOMIUIEKCHUX CUCTEM 3aXUCTY
iHpOpMaLIfHIX TOTOKIB Y KOMYHIKAI[IMHUX Mepekax;

4. Po3BUTOK 3HaHBb Y raiy3i KioepHEeTUYHOI O€3MeKH Ha OCHOBI
aHaJi3y HOBUX HaAYKOBO-TE€XHOJIOTIUHUX 3/J00YTKIB;

5. O3HallOMJIEHHS 3 HOBUMH HallpsIMKaMM KiOepHETUYHO1 Oe3neku
JUI HaBYaHHS 3/100yBayiB BUIOT OCBITH pO3pOOIIli iHANBITYyaTbHUX
CTapTaIliB Ha eTari MiAroTOBKH KBali(ikaliifHoi poOOTH.

OcHoBHuil pokyc
OCBITHBOI IPOTpamMH

CnenianbHa ocBita B ramy3i F Indopmarniiini  texnosorii  /
crnenianbHocTi F5 KibepOesneka Ta 3axuct iHpopmarii.

[TinrotoBka (haxiBIiB, 3JaTHUX PO3POOJIATH, BUKOPHCTOBYBATH 1
BIIPOBAJPKYBATU TEXHOJIOTI iH(opMmaliiiHoi Ta/abo kibepOe3neku B




iHpOpMaLifHO-KOMYHIKAI[IHHUX CHUCTEMax Ta Mepexax, 30Kpema,
00’€KTIB KPUTUYHOI IHPPACTPYKTYPH.

KnrouoBi  cnmoBa:  iHdopMariifiHi  TEXHOJOTii,  yHIpaBIiHHSA
iHbOopMaIliitHOIO 1 KibepOe3neKoto, TeXHITHMIA 3aXUCT iHhopmarrii

Oco6mmBoCTI IpOTpamMu

HaBwanpHa, BuUpoOHHMYA Ta  TepeAaTecTalliiiHa  MPAKTHKH
000B’si3k0Bi.  [IpoBOAsATECS B crHemialli3oBaHUX KOMIT IOTEPHUX
naboparopisx Ta KOMITIOTEpHHX Kiacax Kadempu, Ha 0a3i
[TpuaHITPOBCHKOTO PETIOHATBHOTO HAYKOBO-TEXHIYHOTO IIEHTPY
TEXHIYHOTO 3aXUCTy iH(pOpMaIlii, a TAKOXK Ha MIANPUEMCTBAX MICTa
ta o0O6mnacti. Opi€eHTOBaHICTP Ha pPO3pOOKY, BHUKOPHUCTAaHHS 1
BIPOBA/PKEHHS CHCTEM Ta TeXHOJOri iHpopmamiiHOT Ta
kiOepOe3nexku 1H(POKOMYHIKAIIHUX CUCTEM 1 MEpEX Ta KPUTHUHOI
1HpopMaliiiHOT IHpaCTpyKTypH.

1.4 llpupaTHicTh BH

l'lyCKH]/IKiB A0 MpaueBJallITyBaHHSA Ta NOAAJbIIOI0 HAaBYaHHS

[IpunatHicTh 110
MpaleBIalTyBaHHS

Ha rocaau y CTPYKTYpPHHUX HiAPO3aUIax
YCTaHOB/MIAMPUEMCTB/Opranizaiiii, ski rmnepeadavaoTh HASBHICTh
BHUIIOi oOcBiTH 31 cuemianbHOCcTi F5 Kibepbesneka Ta 3axmct
1HpopMmarii

Bumu exonomiuHoi gisutbHOCTI 32 Kiacudikatopom 1K 009:2010:

Cexiist J [npopmariis Ta TeekoMyHiKaIlii,

Po3znin 62 Kowmm'torepHe mnporpamyBaHHs, KOHCYJIbTYBaHHS Ta
OB'A3aHAa 3 HUMU TISUIBHICTE

Kimac 62.09 [nma nispHICTE y cdepl iHPOPMAIIHHUX TEXHOJOTIH 1
KOMIT'FOTEPHUX CUCTEM.

Tlomanemie HaBUYaHHS

MoxnuBiCTh HaBuUaHHsA 3a KBamidikamiiiaumu piBHamu: HPK
Vkpaiun — 7, piBenb FQ-EHEA — npyrmit muxn, EQF-LLL — 7
pIBEHB.

3100yTTs 200 BAOCKOHAJIICHHS OCBITH Ta MpOQeciitHOT MIArTOTOBKH B
CHUCTEM1 OCBITH JJOPOCITHX.

1.5 BukiaaganHs Ta OUiHIOBAHHSA

Bukmamanasa ta

CTy,Z[eHTOI_[eHTpOBaHC HaB4YaHHs, CaMOHaBYaHH:, HpO6J’IeMHO -

HaBYaHHS OpIEHTOBAaHE HaBYAHHSI.
Jlexii, cemiHapu, MPaKTHUYHI 3aHATTS, Ja00OPATOPHI pOOOTH B MAJIUX
rpymax, camocTiiiHa po6oTa, KOHCYNbTAIlli 13 BUKJIaJauaMHu.
O1wiHIOBaHHS OnuiHIOBaHHSA HAaBUYAIbHUX JOCATHEHb CTYACHTIB 3/IMCHIOETHCA 3a

peHUTHUHTOBOO  mKamok  (mpoximHi ©Oamu  60...100) Ta 3a
IHCTUTYI[IHHOIO IIKaNoK («BIAMIHHO», «I00pe», «3aJI0BUIBHOY,
«HE3aJI0BUIHHO»), II0 BUKOPUCTOBYETHCS Ui KOHBEPTAllii OI[IHOK
MOOLUTHPHUX CTYJCHTIB.

O1iHIOBaHHS BKJIIOYAa€ BECh CHEKTP KOHTPOJBHHUX MPOUEAYp Y
3alIe)KHOCTI  Bil KOMIIETEHTHICTHHX XapaKTepUCTHK (3HAHHS,
YMIHHSI/HABUYKH, KOMYHIKAI[is, aBTOHOMisS 1 BiJMOBIIAIBHICTS)
pe3ynbTaTiB HAaBYaHHS, JOCATHEHHS SIKUX KOHTPOIIOETHCA.

PesynbTaTu HaBYaHHS CTYAEHTa, L0 BiOOpa)kalOTh JOCATHYTHI
HUM  piBEeHb KOMIIETEHTHOCTEN BIIHOCHO OUIKyBaHUX,
11IeHTUQIKYIOTbCS Ta BUMIPIOIOTHCS IT1J1 4aC KOHTPOJIBHUX 3aX0/IiB 32
JIOTIOMOTOI0  KpUTEpiiB, 10  KOPEeNIOIThCd 3 OMHCaMHU
kBanidikaniiaux piBHiB HarionanbHoi pamMku kBamiikamid 1
XapaKTEPU3YIOTh CIIBBiIHOIIEHHS BHMOT 710 piBHS




KOMITETEHTHOCTEH 1 MOKa3HUKIB OI[IHKU 32 PEUTUHI'OBOIO IITKAIO0.

[TincyMKOBHI KOHTPOJIb 3 HABYAJIBHUX JUCLUIUIIH 3IHCHIOETHCS 3a
pe3ylbTaTaMd  TMOTOYHOTO  KOHTPOJK  abo/Ta  OIIHIOBAHHSM
BUKOHAHHA KOMIUIEKCHOI KOHTpOJIbHOI poOoTH abo/Ta ycHUX
BIAIIOBiAEH.

O1iHIOBaHHS PE3yJbTaTIB MPOBOIUTHLCS BiAMOBITHO 10 [TomoxkeHHs
YHIBEPCHTETY PO OIIHIOBAHHS pPE3yNIbTaTiB HABUaHHS 3100yBadiB
BUILIOT OCBITH

@®opma BUITYCKHOT
aTecrarii

Atecramist  3IIUCHIOETBCST  y  (QOpPMI  €IMHOTO  JIEPKABHOTO
KBaTi(IKAI[II{HOTO ICMIUTY Ta MyOIIYHOTO 3aXMUCTy KBaji(ikaiiHOT
poboTu GakanaBpa.

€nuHuii  gepkaBHHM  KBamiikamiiHui  icnUT  mependavae
OIIHIOBaHHS JOCSTHEHb pE3YNbTaTiB HAaBUaHHS, BH3HAUCHHX
cTaHzaproM 3a cnemianbHicTio 125 Kibepbesneka Ta 3axuct
1H(opMallii Ta Ii€10 OCBITHBOIO IPOrPaMoIo.

Kaanidikarriiina pobota nepenbadae po3B’si3aHHs CIEL1ai30BaHOTO
3aBJIaHHSI TEOPETHYHOTO a00 MPAKTHYHOTO CIPSIMYBaHHS B Taiy3i
KiOepOe3neku Ta 3aXUcTy iHpopMallii.

PoGoTa nepeBipsieThCs Ha HAsIBHICTD TIJIATiaTy 3TiHO 3 MPOIIEAYPOIO,
BHU3HAYEHOIO CUCTEMOIO 3a0e3IeYeHHs IKOCTI OCBITHBOI MISJIBHOCTI
Ta SIKOCT1 BUILIOT OCBITU YHIBEPCUTETY.

3axuct kBamidikariiiHoi poOOTH BiIOYBAETHCS MPUIIOIHO HA
3aciIaHH] eK3aMeHaIIiHOT KOMICIi.

Ksamigikariitna po0OoTa  ONPUIIOMHIOETBCS B peno3uTapii
YHIBEPCHUTETY.

1.6 PecypcHe 3a0e3neueHHsl peaJiizauii nporpamu

Crnenudivni
XapaKTePUCTUKH
KaJIpOBOT0 3a0€e3MeYCHHS

KampoBe 3a0e3rnedeHHsS BIANOBIIA€ KaJAPOBUM BHMOIaM  IIIOJIO
3a0e3neYeHHs] MPOBA/PKCHHS. OCBITHBOI MISJILHOCTI IS TEPIIOTro
(6akamaBpChKOTO) PIBHSA BUIIOI OCBITH BiANOBiAHO A0 JIieH31HHIX
YMOB IIPOBa/PKEHHSI OCBITHBOT JiS7TbHOCTI.

Jlo TpoBeACHHS ayAMTOPHHUX 3aHATH 3aJy4arOThCs MpodecioHaH-
npakTHKH 3 [IpUAHITPOBCHKOTO PEriOHAILHOTO0 HAYKOBO-TEXHIYHOTO
HEHTPY TEXHIYHOTO 3aXUCTy IHPOopMaIlii.

Buknagaui mepioJuyHO IMOCHIIOIOTH CBOK IMIJATOTOBKY uepes
npoleAypy NiABUIIEHHS KBami(ikaii.

Crneuudivni MarepianbHo-TeXHIYHE 3a0€3MEYCHHS BIAMOBIIAE TEXHOJOTIYHHM

XapaKTEePUCTUKH BUMOTaM MI0JI0 3a0e3MeUeHHsl MPOBAHKEHHsSI OCBITHBOI AISIIBHOCTI

MaTrepialbHO-TEXHIYHOTO | IS mepiroro (0akaaaBpChbKOIO) PiBHS BHIIOI OCBITH BiITOBITHO JI0

3abe3neueHHs JlieH31HUX YMOB MPOBA/KEHHS OCBITHBOI 1iSIbHOCTI.
ITinroToBKa 3a JaHOKO OCBITHBOIO IPOrPaMOI0 3JIMCHIOETHCS B
7a0opaTopifx:  eNeKTPOHIKH; KOMII'IOTEPHOTO  MOJETIOBAHHS,
3ac00IB  TEXHIYHOro 3axucTy iHpopmalii, KibepOe3meku i3
BUKOPUCTaHHSAM  KOMIUIEKCIB ~ 3aco0iB  3axucty  «['pud»,
aBTOMAaTH30BAHOTO KOMIUIEKCY paniomoHiTopunry "AKOP-2ITK-M",
6arato(yHKIIOHATBHUX MolyKoBUX npuctpoiB ST-031P , Ilipanbs”
ta CPM-700 «Axyna».

Crenudiuni 1. 3abe3neueHicTh 010II0TEKH BITYM3HIHUMU Ta 3aKOPIOHHUMH

XapaKTEPUCTUKHU (haxoBHMH MEPIOTUYHUMHU BUJAHHSIMU BiAMOBIAHOTO 200

iHOopManiitHorO Ta

CTIOPITHEHOT0 NPOQiII0, B TOMY YHUCII B €IEKTPOHHOMY BUTJISIAL
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HaBYAJIbHO-MCTOAUYHOT'O
3a0€e3IeYeHH

2. HasBHicTh goctyny a0 6a3 JaHUX MepiogMYHIX HAYKOBHX BHIaHb
AHTJIIICHKOI0 MOBOKO BIIMOBIAHOTO 200 CIIOPIAHEHOTO MPOdiTI0.

3. HasBHicTs odiniiiHOoro Be6-caifTy 3aKiiaay OCBITH, Ha IKOMY
po3MmilieHa OCHOBHA iH(pOpMaIlist PO HOTO TiSUTBHICTb.

4. HasiBHICTP €JIEKTPOHHOTO PEeCypCy 3aKiany OCBITH, SKUH MICTUTb
HaBYaIbHO-METOIMYHI MaTepiajy 3 TUCIHILIIH HABYAJIHHOTO TUIaHY,
B TOMY YHCJIi B CHCTEMI JIUCTAHI[IHHOTO HABYAHHSI.

CrenudiyHuMH XapaKTepUCTHKaMHU 1HPOPMAIIHHOTO Ta HABYAIBHO-
METOJMYHOTO 3a0€3MEeUeHHsT € BUKOPUCTAHHS HAIlIOHAJIBHHUX Ta
MDKHapOJHHUX CTaHAApTiB B raimy3i iH(opMaIiiiHo1 Ta KibepOe3neKH.
MetonuyHi Marepiaqu po3MilieHi Ha miIaThopMi JUCTAHLINHHOT
ocsit Moodle, caiiTi kadenpu ta B nogatkax cepsicis Office 365:

https://do.nmu.org.ua/course/index.php?categoryid=>5.

3a HeoOX1IHOCTI 3aHATTS Ta arecrauis 3400yBauiB BHIIOI OCBITH
MIPOBOJATHCS 3 BUKOPUCTAHHAM Iutatdopm Zoom ta MS Teams.

1.7 AxagemiuHa MOOIJIBLHICTDH

HamionansHa kpenuTHa
MOOUIBLHICTE

MOo>XIUBICTh YKIIAJAaHHS YTOJ PO aKaJeMIdYHy MOOUIbHICTb, PO
MO/ABIMHE TUIIOMYBAaHHS TOIIO

MixHapoHa KpeIuTHA
MOOUIBLHICTE

MOo>XIuBICTh YKIIQAaHHS YTOJl PO MDKHAPOAHY MOOUIBHICTB, ITPO
MOJIBIHE JUTUIOMYBaHHSI, PO TPUBAII MDKHAPOIH] MPOEKTH, 110
repen0adaoTh HaBUYaHHS CTY/ICHTIB TOIIIO

MixHapoIHY KPEAUTHY MOOUTHHICTH PETJIAMEHTYIOTh BiIITOBiTHI
JOKYMEHTH:

[TonosxeHHs mpo MOPSIOK peaizallii mpaBa Ha akaJIeMIuyHy
mobineHicTs HTY "[IHinpoBcehka nogitexuika': http://surl.li/ajzjq
Crpareris iTepHanionanizamii HTY "/[ninpoBcbka nosiTexHika':
http://projects.nmu.org.ua/ua/Internationalisation_strategy en 2025.p
df

[Iponeaypa BigOOpy Ha MpOTpaMu akaJaeMidHOT MOOLTEHOCTI:
http://projects.nmu.org.ua/ua/Selection procedure applied for the
selection of students and staff for mobility.pdf

JlocTymnHi mporpaMu MOOUTEHOCTI Ta YHIBEPCUTETU-TIAPTHEPHU

1. Erasmus+ K107:

- YuiBepcut Xaeny, (Icnanis);

- YuiBepcuret JleoOeny (ABCTpis);

- Uankupu Kapatekin YuiBepcuteT (Typeuyunna);

- BpoiytaBchbka mosirexHika.

2. Crunennis bagen-Broprem6epr (Baden-Wurtemberg):

- VuiBepcuter Ecninreny (nporpama — Information Technology (B));
- VuiBepcurer Poiftninreny, Himeuunna.

3. [Iporpama Typeubkux oOMiHiB MeBnaHa.

HaBuaHHs iHO3eMHUX
3100yBaviB BUIIIOT OCBITH

[Tepenbaueno HaBYaHHA 1HO3EMHHUX 3700yBadiB BUIIOI OCBITH
YKPailHCBKOI0 MOBOIO



https://do.nmu.org.ua/course/index.php?categoryid=5
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2 OBOB "A3KOBI KOMIIETEHTHOCTI

[HTerpanibHa KOMIETEHTHICTh OakayiaBpa 31 crnenianbHocTl F5 KibepoOesneka Ta

3aXHUCT

iHdopMalii - 37aTHICTh PO3B’SA3yBaTH CKJIAJHI CIeiali3oBaHl 3aaadi 1

MPaKTUYHI 3aBJIaHHA Yy Tally31 KibepOe3neKku Ta 3aXucTy 1H(opmarrii.

2.1 3arajibH1 KOMIIETEHTHOCTI 3a CTaHJIapPTOM BHUIIIOi OCBITH

Hludp KomnerentHocTi
1 2

3K1 | 3maTHICTh 3aCTOCOBYBATH 3HAHHS Y NPAKTUYHUX CUTYaIIIX

3K2 3HaHHs Ta PO3YMIHHS IPEeIMETHOI 00J1aCTi Ta PO3YMIHHS POdeciiHOT NiSTIbHOCTI.

3K3 3/1aTHICTh CIUIKYBATHUCS AP KaBHOK MOBOIO K YCHO, TaK 1 MMCbMOBO.

3K4 | 31aTHICTh CUIKYBATUCS IHO3EMHOIO MOBOIO.

3K5 3AaTHICTh BYUTHUCS 1 OBOJIOAIBATH CYyYaCHUMHU 3HAHHSIMH.

3K6 3MaTHICTh peani3yBaTH CBOi MpaBa 1 000B’SI3KH SIK Yj€HA CYCHIUIbCTBA, YCBIIOMIIIOBATH
LIHHOCTI TPOMAJITHCHKOTO (BUIBHOTO JEMOKpPAaTHYHOI'O) CYCHLIbCTBA Ta HEOOXIIHICTh
HOro CTajioro po3BUTKY, BEPXOBEHCTBA IpaBa, IpaB 1 CBOOO JIIOJWHU 1 TPOMa/IIHUHA B
VYkpaiHi.

3K7 3/1aTHICTh yXBAJIOBAaTH PILIEHHS Ta AIITH, JOTPUMYIOUYUCH MPUHILIUIY HEIPUITYCTUMOCTI
KOopymiiii Ta OyAb-sSKUX IHITUX MPOSBIB HEAOOPOUECHOCTI.

3K8 3matHiCTh 30epiraTd Ta TPUMHOXYBAaTH MOPaIbHI, KYJbTYpPHI, HAyKOBI I[IHHOCTI 1
JOCSTHEHHSI CYCIUIBCTBA Ha OCHOBI PO3YMIHHS ICTOpPIi Ta 3aKOHOMIPHOCTEH PO3BHUTKY
npeaMETHOT 001acTi, 11 MICIIS y 3arajibHIi CUCTeMi 3HaHb MPO MPUPOIY 1 CYCIUTBCTBO TA Y
PO3BUTKY CYCHUIBCTBA, TEXHIKMA 1 TEXHOJIOT1H, BUKOPHCTOBYBATH PI3HI BUAM Ta (popmu
PYXOBOi aKTUBHOCTI 7151 aKTUBHOT'O BIINOYMHKY Ta BEJICHHSI 3/I0POBOT0 CIIOCOOY JKUTTSL.

3K9 3MaTHICTD 10 HAIlIOHAIBHOTO CIIPOTUBY

2.2 CnerianpHi (haxoBi, MpeaMeTHI) KOMIIETCHTHOCTI 3a CTaHAApTOM BHILOI
OCBITH
[Indp | KoMmmneTeHTHOCTI
1 2

CK1 | 3naTHicTh 3aCTOCOBYBATH 3aKOHOJABUY Ta HOPMAaTUBHO-TIPaBOBY 0a3y, a TAaKOX JepkKaBHI
Ta MDKHApOJIHI BUMOTH, IPAKTUKH 1 CTAaHAAPTH y podeciiHiil AisUIbHOCTI.

CK2 31aTHICTh BHUKOPUCTOBYBAaTH 1H(OpMaIliifHi TEXHOJOril, cy4acHI METOAW 1 Mojeni
kibepOe3neku Ta CUCTEMU 3aXKCTy iHpopmarrii.

CK3 | 3natHicth 3a0e3nedyBaTH HEMEPEPBHICTh Oi3HEC-TPOLIECIB  3TiTHO  BCTaHOBJIEHOT
MOJIITUKH KiOepOe3neKku Ta 3axucTty iHdopMmaitii.

CK4 | 3natnicte 3a0e3nedyBaTH 3axucT iHpopmanii B iHdopmaniiiHux Ta iH(popMaliifHo-
KOMYHIKaI[IfHUX 3T1IHO BCTAHOBJICHO1 MOJITHKH KibepOe3neku i 3axucTy iHdopmariii.

CKS | 3natHicTh BiAHOBIIOBaTH  (YHKIIOHYBaHHA iHpopMauiiHuX Ta iH(opMariifHo-
KOMYHIKaI[IfHUX CHCTEM MiCis peaiizalii 3arpo3, 3/ilicHeHHs KibepaTak, 3001B 1 BiIMOB
PI3HUX KJIACIB Ta MOXOKEHHS.

CK6 | 3maTtHicTh BIPOBAPKyBaTH Ta 3abe3nedyBaTH (YHKI[IOHYBaHHS KOMIUIEKCHHUX CHCTEM
3axucTy iH(opmalii (KOMIUIEKCH HOPMAaTUBHO-TIPABOBUX, OPraHI3alIfHUX Ta TEXHIYHUX
3ac00iB 1 METO/IiB, IPOIICYP, MPAKTUYHHUX MPUHOMIB TOIIO)

CK7 | 3natHicTh 37iiicHIOBaTH mNpodeciiiHy MisIbHICTH HAa OCHOBI BIIPOBAPKEHOI CHUCTEMHU




12

1 2
yrpaBJiHHs iH(opMaIiiiHOO Ta KibepOe3neKoro.
CK8 | 3matHicTh 3aCTOCOBYBAaTH METOJH Ta 3acoOu KpurnrorpadidyHoro 3axucty indopmartii Ha
00’ekTax iHPOPMALIHHOT ISTTHHOCTI.
CK9 | 3matHicTh 3aCTOCOBYBaTH METOJIHM Ta 3aCOOM TEXHIYHOTO 3aXUCTY iH(OpMarii Ha 00’ eKTax
iHpOpMaNiiHOT AisUTEHOCTI.
CK10 | 3maTtHicTh BUKOHYBAaTH MOHITOPUHT iH(OpMAIIfHUX TPOIECIB, aHATi3yBaTH, BUSBIIATH,

OILIIHIOBAaTH MOXJIMBI BPa3JIMBOCTI Ta 3arpo3u iHGOpMamifHOMY TpocTopy W
iHGOpMaIIIHHUM pecypcaM 3TiIHO 3 BCTAHOBJICHOIO TOJIITHKOIO iHPOpMAIliiiHOT Oe31eKH .

3 HOPMATHUBHUII 3MICT HIITOTOBKU, COOPMYJIbOBAHUI V

TEPMIHAX PE3VYJIBTATIB HABYAHHA

Kinnesi, miJICyMKOBI Ta IHTErpaTWBHI pe3yJbTaTH HaBYaHHS OakajaBpa 31
cnemianbHocTi  F5 Kibepbesneka Ta 3axuct iHdopmarllii, 110 BHU3HAYAIOTH
HOPMAaTUBHHUM 3MICT MIJATOTOBKM 1 KOPENIOIOTHCA 3 TEPeNiKoM 3arajibHUuX 1
CHeIiaIbHIX KOMIIETEHTHOCTEHN, MOAaHO HUKYE.

Hludp

Pe3ysabTaTn HaBYaHHS

1

2

PH1

BinbHO criikyBaTHcs IepKaBHOIO MOBOIO YCHO 1 MMChMOBA ITPH BUKOHAHHI PO QeCiitHNX
000B’SI3KIB.

PH?

CrinkyBaTtrcsi 1HO36MHOIO MOBOIO 3 METOI0 3a0e3neueHHs edeKTUBHOCTI mpodeciiHol
KOMYHIKaIii.

PH3

3acTOCOBYBAaTH MPHUHITUIT HEMPHUITYCTUMOCTI KOPYIIIii Ta OYyIb-IKUX IHIIUX TIPOSBIB
He00poYecHOCTI y MpoeciiiHii MiSTbHOCTI.

PH4

OpranizoByBaTd BJIACHY TmpodeciiHy isIbHICTh, OOUpaTH 1 BUKOPHUCTOBYBATH
ONTHUMaJIbHI METOJIM Ta CIIOCOOM pO3B’sA3aHHS CKJIQJHHUX CHEIlaTi30BaHUX 3aj1ad 1
MPAaKTUYHUX 3aBJIaHb Y IpOodeciifHiil AISUTbHOCTI, OI[IHIOBATH iXHIO €()EKTHUBHICTb.

PHS5

AmnaizyBaTH, apryMeHTYBaTH, NPHHMATH PIIICHHS T@PUA PO3B’s3aHHI CKIATHUX
CrHeliaigi3oBaHUX 3aJad 1 MPaKTUYHUX 3aBIaHb y NpoQeciiiHiil MisIIbHOCTI, SKi
XapaKTePU3YIOThCS KOMILICKCHICTIO Ta HEMOBHOK BH3HAYCHICTIO YMOB, BiIIOBimaTH 3a
TPUHHATI PIIICHHS.

PH6

AnantyBaTHCS HO HOBHUX YMOB 1 TEXHOJOTIH mpodeciiHol isSIbHOCTI, MPOTHO3yBaTH
KIiHIICBHH pe3ysbTaT.

PH7

3acrocoByBaTH ¥ ajmanTyBath Teopii iHdopMamii Ta KOJIyBaHHS, MaTeMaTUYHOI
CTAaTUCTUKH, 4yucen, Kpunrorpadii Ta creranorpadii, oOpoOJICHHs 1 mepeaavl CUTHAJIB
TOILIO, IPUHLIUIIN, METO/IU, TIOHATTS KibepOe3nekn Ta 3aXucTy iHpopMallii y HaBYaHHI Ta
npodeciiiHiil AISTBHOCTI.

PHS

3acTOCOBYBAaTH 3HAHHS M PO3YMIHHS MaTeMaTHKU Ta (i3uku B npodeciiiHiil AisTbHOCTI,
¢dopmanizyBaTl 3ajadi MpeaAMeTHOi raiys3i KiGepOe3meku Ta 3axucTy iHpopmaiii,
¢dopmymoBaTH iX MaTeMaTH4HY T[IOCTAHOBKY Ta OOHMpaTH palioHaJbHUNH METOoJ
BUPILICHHS.

PH9

3HaTH Ta 3aCTOCOBYBAaTH 3aKOHOJABCTBO YKpaiHM Ta MDKHApPOJIHI BUMOTH, NMPAKTHKH 1
CTaHJApTH 3 METOI0 3JiiiCHEeHHS mnpodeciiiHoi MisTbHOCTI B ranmy3i kibepOesneku Ta
3axucTy iHdopMartii.

PHI10

BukopucroByBaTH cydacHi iH(OpMaIiiiHi TEXHOJIOTr1, METOAU 1 MoJieli KibepOe3neku Ta

CUCTEeMH 3aXUCTy iH(popMalii 1yis 3aiicHeHHs TpodeciiHOi TiSITFHOCTI.
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PHI11

[MnanmyBat miAroToBKY Ta 3a0e3nedyBatu O€3MEpepBHICTH Oi3HEC TMPOLECIB B
Opraizalisix 3riJHO 31 BCTAHOBJICHOI MMOJITHKOIO KiOepOe3neKH 3 ypaxyBaHHSIM BUMOT JI0
3axHcTy iHhopMaIlii.

PHI12

3acTocoByBaTH METOOM Ta 3acobu 3axucry iHdopmamii B iHPopMamiiHUX Ta
iH(pOopMaIIfHO-KOMYHIKALIIMHKUX CUCTEMax BIIMOBIAHO Ja BCTAHOBJICHOI IIOJIITUKH
iHpOopManiitHOT 6e3meKH.

PH13

BripoBampkyBaTi, HaJamToOBYBAaTH, CYIPOBODKYBATH Ta MIATPUMYBATH (YHKIIOHYBAHHS
MPOrpaMHMX 1 MPOTPaMHO-aNapaTHUX KOMIUIEKCIB 1 CHCTeM KiOepOe3meKu Ta 3aXucTy
iHpopMmamii sk HeoOXimHi npouexypu Uit (GYHKIIOHYBaHHS iHPOpMAiHHUX U
iH(pOpMaIIHHO-KOMYHIKAIIHIX crcTeM Ta\abo iHPPaCTPyKTypH OopraHisaiiii B iJIOMY.

PH14

BupimyBatu 3azmadi ympaBiiHHS IpolecaMH BIAHOBJIEHHS IITaTHOTO (DYHKIIIOHYBaHHS
iHbopMaIITHUX Ta 1HGOPMAIIITHO-KOMYHIKAI[IMHUX CHUCTEM 3 BUKOPHUCTAHHSM MPOIEAYD
pe3epBYBaHHS  3TIHO  BCTAHOBJICHOI  MOJITUKM  Oe3meku 1 3a0e3nedyBaTu
(yHKIIOHYBAHHSI  CIIELIAJLHOTO TMPOTPAMHOTO 3a0€3MEUEHHs] MO0  3aXUCTy 1
B1JIHOBJICHHS 1H(}OpMaIii.

PHI15

30upaTtu, oOpoOATH, 30epirath, aHali3yBaTH KPUTHYHI JaHi IS J0Ka3y peaiizarii
ki0ep3arpo3, MPOBOJUTH aHAJI3 JOCHIHKEHHs KiOEpIHIMIEHTY 3 METOI0 OIepaTUBHOTO
B1THOBJICHHsI DYHKI[IOHYBaHHS 1H(OPMaIIHHOT CUCTEMHU.

PH16

BupimyBatu 3amadi BOPOBA/DKEHHS Ta CYNPOBOAY  KOMIUIEKCHHUX CHUCTEM 3aXHCTY
iHbopMallii B iHHOpMaLIHHUX CHCTEMAX.

PH17

3abe3neuyBatr (YHKIIOHYBAHHS CHCTEMHU YIPABIIHHSI KiOEpOE3MeKow 1 3aXHCTOM
iHdopMmarrii opranizaiii, BKIFOYalOUYH IEPCOHAN Ta YIPABIIHHA HACIIIKaMHU peaizalii
3arpo3 iHdopmarliiHiil 6e3meri B KPU30BUX CUTYAIlisIX, HA OCHOBI 31HCHEHHS MPOIIEAYP
iX KUTBKICHOT 1 SIKICHOT OIIIHKYA PU3HKIB.

PH18

AHajizyBaTH, 3aCTOCOBYBAaTH METOJU Ta 3ac00M KpuUNTOrpadivHOro 3aXucTy iHpopMarii
Ha 00’ekTax iH(OpMaiiHOT JiSITLHOCTI.

PHI19

BupimyBatu 3amadi mo0 opraHizaiii Ta KOHTPOJIIO CTaHy KPUIITOTPApIIHOTO 3aXUCTY
iH(bOopMaIlii, 30KpeMa BiIMTOBIIHO JO BUMOT HOPMAaTHBHUX JJOKYMEHTIB.

PH20

Busnayatu 3arpo3u CTBOPSHHS TEXHIYHHMX KaHAJIIB BUTOKY iH(opMalii Ha 00’eKkTax
iHbOopMaIlitHOT AISTTBHOCTI; BIPOBADKYBAaTH 3acOOM 1 3aXOJM TEXHIYHOTO 3aXHUCTY
iH(opMaIlii Bil BUTOKY TEXHIYHUMH KaHaJIaMH, IIPOBOIUTH OOCIYTrOBYBaHHS 1 KOHTPOJIb
CTaHy amapaTHUX 3aco0iB 3axucTy iHGOpMaIlii Ta KOMIUIEKCIB TEXHIYHOTO 3aXHCTY
iHbOopMaIii.

PH21

BukonyBaTH BIpPOBAJUKCHHS, WIITPUMKY, aHalli3 €()EKTUBHOCTI CHCTEM BUSIBJICHHS
HECAHKIIIOHOBAHOI'O0 JOCTyIy, ik 3 iHdopmalmiero B iHMOpMaIiiHIA cHCTEMI,
BpPa3JIMBOCTEH, MOXJIMBHX 3arpo3 iHdopMaIliiHoMy mpocTopy # iH(popMamiiHuM
pecypcaM Ta BUKOPHUCTOBYBATH KOMILUICKCH 3aXUCTy JUIsl 3a0€3Me4YeHHsT HEOOXiIHOTO
PIBHS 3axMIEHOCTI iH(opMalii B iHPOpMAIIHHUX CHCTEMaX.

PH22

HaOytn 3HaHHS 13 3acaJHU4YMX Ta IPABOBUX AacIeKTiB HAIIOHAJHHOTO CIPOTHUBY,
OMaHyBaTH KOMIUIEKC TEOPETHYHMX 3HaHb 1 MPAKTUYHUX HABUYOK, HEOOXITHHUX IS
BUKOHAHHA KOHCTUTYLIMHOrO OOOB’s3Ky 13 3axucTy Birtum3Hu, He3anexHoCTI Ta
TEPUTOPIATHLHOT HUTICHOCTI YKpaiHH.
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4 PO3IIOAIJT PE3VIJIbTATIB HABUAHHA 3A OCBITHIMU

KOMIIOHEHTAMH
HIudgp HajimeHyBaHH# OCBiTHiX
Pe3ynbTaTn HaBYaHHS .
PH KOMIIOHEHTIB
1 2 \ 3

1 OBOB’SI3KOBA YACTHUHA

PH1

BimbHO CHiIKyBaTuCs JIEP)KaBHOK MOBOKO YCHO 1
MMCbMOBA MPU BUKOHAHH1 NpodeciiiHuX 000B’SI3KIB.

YKpaiHCbKa MOBa

PH2

CrinkyBaTHCsl 1HO3€MHOIO MOBOIO 3 METOIO 3a0€3TeUeHHS
e(eKTUBHOCTI podeciiftHOT KOMYHIKAIIi.

[HO3eMHa MOBa MpodeciitHOTO
CHpsIMyBaHH$ (aHrJjiicbka /
HiMelbKa / (ppaHIly3bKa)

PH3

3acTocoBYBAaTH NPHUHILMII HENPUITYCTUMOCTI KOpYMIii Ta
OyIb-sIKMX  IHIIMX  TpOsBIB  HEJOOPOYECHOCTI Y
npodeciiHii AISITBHOCTI.

IIpaBo3HABCTBO

PH4

OpranizoByBaTH  BiIacHy  MnpodeciiiHy  IisJIbHICTb,
obupaT 1 BUKOPHCTOBYBaTH ONTHMajbHI METOJIU Ta
crocoOu po3B’si3aHHS CKJIQJHUX CHEIIATI30BaHUX 3a/1ad 1
MpaKTUYHUX 3aBAaHb y TpodeciiiHil  IiSIBHOCTI,
OI[IHIOBATH IXHIO €()E€KTUBHICTb.

[{inHicH1 KOomMTIeTeHIIIT (haxiBIst
[IpaBo3HABCTBO

[{uBinbHA Oe3meka

®di3uyHa KyJabTypa 1 CIOPT

PHS5

AHai3yBaTH, apryMeHTYBaTH, NMPUHAMAaTH PIINICHHS TMPH
pPO3B’sI3aHHI  CKJIQMHUX  CHEIIATi30BaHMX  3amad 1
MPaKTUYHUX 3aBAaHb y MpoQeciiiHIi MIAIbHOCTI, SKI
XapaKTePU3YIOThCS ~ KOMIUICKCHICTIO Ta  HEMOBHOIO
BH3HAYEHICTIO YMOB, BIJITIOBIATH 32 IPUHHSATI PIIICHHS.

[{inHicH1 KOMTIeTeHTITii (haxXiBIIst
Beryn 1o daxy

[IpakTnka HaBYaJIbHA
KOMIIT'FOTEpHA

[IpakTrka TEXHOJIOTIYHA
BupoOHuya npakTrka

PHO6

AJTanTyBaTUCS HO HOBUX YMOB 1 TEXHOJIOT1H TTpodeciitHOi
TISUTBHOCTI, MPOTHO3YBATH KIHIIEBUI pe3ysIbTarT.

[{inHicH1 KomTieTeHIi (haxiBIst
Beryn 1o daxy

PH7

3actocoByBaTH ¥ amanTyBaTH Teopil iHdopmamii Ta
KOJYBaHHsS,  MareMaTHYHOi  CTaTUCTHKH,  YHCE,
kpurnrorpadii Ta creranorpadii, oOpoOaeHHs 1 mepenadi
CHUTHAIIB  TOWIO,  TNPHHIWNHK,  METOIH,  IOHSITTS
kiOepOesnekn Ta 3axucTy iHQopmarii y HaB4YaHHI Ta
npodeciitHii TiSIbHOCTI.

Teopis KMOBIpHOCTEH Ta
MaTeMaTU4HA CTaTUCTHUKA
Kpurnrosoris

[{udposa creranorpadis
OcHoBH Kibepbe3neku Ta
3axucTy iHpopMmarrii
OCHOBH €NeKTPOHIKU
[IpakTrKa TEXHOJIOTIYHA

PHS

3acTOCOBYBAaTH 3HAHHA W pO3YMIHHA MaTeMaTUKU Ta
¢i3uku B npodeciiiniil nisIbHOCTI, (hopmanizyBaTH 3a1aul
MpeIMETHOT Tamy3i KibepOe3neku Ta 3axucTy iHdopmariii,
¢dopmymoBaTH iX MaTeMaTHM4YHY MOCTaHOBKY Ta oOMpaTu
palioHaJIbHUI METOJT BUPIILIEHHS.

Buia maremaruka
Ddizuka

CrenianbHi po3aLIH 3
MaTeMaTHUKU

PH9

3HaTH Ta 3aCTOCOBYBAaTH 3aKOHOJABCTBO YKpaiHM Ta
MDKHApOJHI BHUMOTH, NPAaKTUKHA 1 CTaHIApTH 3 METOI0
3MificHeHHs  mpodeciiHol  MIUIBHOCTI B ranysi
KkiOepOe3neku Ta 3axXucty iHpopmarii

[{uBini3aniitHi mpoiecu B
YKpaiHCbKOMY CYCILIbCTB1
IIpaBo3HABCTBO

PHI10

BukopucroByBaTH cydacHi iH(pOpMaIiiiHi TEXHOJOTII,
METOIM 1 Mojemni KiOepOe3nmeku Ta CHCTEMH 3aXUCTY
iHpopMaii A 3ailicHeHHs npodeciitHol AIIBHOCTI.

[HopmariiiHi TeXHOIOTIi
[IpakTuka HaBYaIbHA
KOMII'FOTEPHA

PHI11

[InanyBatu HiATOTOBKY Ta 3abe3neuyBaTu

YnpasiiHHa iHbopMaliiHOO
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0e3mnepepBHICTh Oi3HEC MPOIIECIiB B OpraHi3allisx 3riHo 31
BCTAaHOBJICHOT NOJITHUKOIO KibepOesneku 3 ypaxyBaHHIM
BHMOT JI0 3aXUCTY iH(opmaIlii.

0e3IeK0I0
ExoHoMIKa 1 yrpaBiiHHS
MIAPUEMCTBOM

PH12

3acTOCOBYBAaTH METOAM Ta 3aCO0M 3axWCTy iH(pOpMaIlii B
iHpopManmiiHMX  Ta  IHPOPMAaNiHHO-KOMYHIKAlIHHIX
CHUCTeMax BIJNOBIAHO Ja BCTAHOBJICHOT TIOJITHKHU
iHpOpMaiiHOT Oe3MeKH.

KiGep3axucr

MepekeBi TEXHOJIOTIT 1

POTOKOJIN

BupobHuua npakTtuka

[lepenarecrarniiina mpakTHKa

Bukonanss kBamidikamiifHo1
000TH

PH13

BnpoBakyBaTH, HajnalITOBYBATH, CYNPOBOJKYBATH Ta
MiITPUMYyBaTH (GyHKITIOHYBaHHS MPOTPAMHUX 1
[IPOrpaMHO-aNapaTHUX KOMILIEKCIB 1 cucTeM
kiOepOe3nekn Ta 3axucTy 1HQopmalii SK HEOOXIHI
nporeaypu Uil (QyHKIIOHYBaHHS iH(MOpMaIMHUX ¢
iH(pOPMAIIHHO-KOMYHIKAI[ITHIX CHCTEM ta\abo
1HGPACTPYKTYpH Opradizaiii B HUJIOMY.

[IporpamyBaHHs 1 aTOPUTMIYHI
MOBH

[IpakTrka HaBYaJIbHA
KOMI'TOTEpHA

Ornepartiiini cucteMu

MepekeBi TEXHOJIOTII 1
MIPOTOKOJIN

PH14

BupimryBatu 3ama4i ynpaBiiHHS MpoOILeCaMy BiTHOBICHHS
[ITaTHOTO (GyHKIIIOHYBaHHS iHpopMaliiiHUX  Ta
1H(bOpMaIIITHO-KOMYHIKAIIHHIX CUCTEM 3
BHUKOPUCTAHHSIM  TIPOICAYp  PE3CPBYBAHHS  3TIHO
BCTAHOBJICHOI ITOJITHKM Oe3leku 1 3abe3redyBaTh
(dhyHKIIIOHYBaHHS CHeIiaTbHOTO MIPOTPaMHOTO
3a0e3nedYeHHs 11010 3aXKCTY 1 BITHOBIICHHS iH(OopMaIrii.

KibGep3axuct

MepexeBi TEXHOJIOTII 1
MIPOTOKOJIA

YrpaiiHHA 1H(OPMaLIHHOIO
0e3neKoo

[IporpamyBaHHS 1 aITOPUTMIYHI
MOBU

Kpurnromoris

[{udposa creranorpadis

PH15

30upatu, o0poOnsaTH, 30epiratu, aHali3yBaTH KPUTHYHI
maHi JUIS JIOKasy peairizaiii Kidep3arpos, IIPOBOIUTH
aHali3  JOCIAUDKEHHS  KIOGpIHIHMAGHTY 3  METOH
OTIEPATHBHOTO B1JIHOBJICHHS (GYHKITIOHYBaHHS
1H(pOpMaIIITHOT CUCTEMHU.

Kibepzaxuct

BupoOHuya npakTuka
[lepenarecrariiiHa mpakTHUKa
BukonanHs kBamidikamiiHo1
po6oTH

PH16

BupimyBatn 3amadi  BIPOBAHKEHHS
KOMIUIGKCHUX ~ CHUCTEM  3aXHCTy
iH(pOpMaIIHHUX CUCTEMAaX.

Ta CYIPOBOIY
iHbopmanii B

KoMIIeKCHI CUCTeMH 3aXHUCTy
iHdOopMartii

PH17

3abe3neuyBat (YHKIIOHYBAHHS CHCTEMH YIIPABIIIHHSI
KiOepOe3neKkor 1 3aXxucToM iH(opMarii opraHizaiii,
BKIIIOYAIOUM TEPCOHAJI Ta YOPAaBIiHHA HACIiIKaMu
peanizanii 3arpo3 iHdopmarniiHii Oe3neni B KPU30BHUX
CUTYAI[iSiX, HA OCHOBI 3/IIHCHEHHS MPOLEAYp iX KUIbKICHOT
1 IKICHOT OLIIHKM PU3HKIB.

Y1paBiiHHs iHPOPMAIIHHOIO
0e31eKoo

OcHoBH KibepbOe3neku Ta
3axucTy iHpopMmarrii

PH18

AHanizyBaTH, 3aCTOCOBYBaTM METOAM Ta  3acobu
KpunrorpagiyHoro 3axucty iHdopmanii Ha 00’ekTax
iHbOpMaLIHOT TiSTFHOCTI.

Kpunrosnoris

[Tudposa creranorpadis
[TepenarecraniiiHa npakTHKa
Buxonanns kBaniikariiftHoi
poboTu

PH19

BupimryBatu 3ajadi 100 Oprasizaiii Ta KOHTPOJIIO
CTaHy KpunTorpadiuHOTO 3aXUCTy iH(opmarlii, 30kpema
BiJIMOBIHO JI0 BUMOT HOPMATHUBHUX JOKYMEHTIB.

Kpunrosnoris
Buxonanns kBaniikariifHoi
poboTu

PH20

BusHauatu 3arpo3ud CTBOPEHHS TEXHIYHUX KaHaJIB
BUTOKY 1HopMmanii Ha o0’ektax iH(OpMaiHHOT

CucteMu TEXHIYHOTO 3aXUCTY
iHopmarii
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MisUTBHOCTI; BOIPOBAHKYBATH 3aCO0U 1 3aX0M TEXHIYHOTO
3axucTy iH(MOpMalii BiJi BUTOKY TCXHIYHUMH KaHaJaMHU,
[IPOBOJIUTH 0OCITYrOBYBaHHS 1 KOHTPOJIb CTaHy alapaTHUX
3aco0iB 3axucTy iH(pOpPMAIl Ta KOMIUIEKCIB TEXHIYHOTO
3axucTy iHdopMartii.

KoMrinekcHi cucteMu 3axucty
iH(pOopMarii
[Tepenarecrartiiina npakTuKa
Bukonanss kBasigikamiifHoi
poboTu

PH21

BukoHyBaTHM  BOPOBA/DKCHHS,  HIITPUMKY,  aHAII3
e(EeKTUBHOCTI CHCTEM BHSBJICHHS HECAHKI[IOHOBAHOTO
nocTyny, Jii 3 iHdopMaliero B iHGOPMAIIHHIN cHCTEeMI,
Bpa3IMBOCTEH, MOXKIMBUX 3arpo3 iHdopMamiitHoMy
MPOCTOPY 51 1HbopMaIIitHIM pecypcam Ta
BUKOPHUCTOBYBATH KOMILIEKCH 3aXHCTY ISl 3a0€31eYeHHs
HEOOXIZIHOrO  PIBHS  3axuUleHocTi  1H@opmamii B
1HpOpMaLITHUX CUCTEMAX.

BupobHuua npaktuka
[lepenarecrarniiiHa mpakTHKa
BukonaHHs KBaJTi(iKaiifHO
poboTu

YrpaiiHHA 1H(OPMaLIHOIO
0e31eKor0

Kibep3axuct

KoMIIekcH1 cucTeMu 3axXucTy
iH(bopMmaii

PH22

HaOyTu 3HaHHS 13 3acaJHUYMX Ta IPABOBHUX AacIEKTIB
HaIl[lOHAJTFHOTO  CIPOTHUBY,  OMAaHYBaTH  KOMIIJIEKC
TEOPETUYHUX 3HAHBb 1 MPAKTUYHUX HABUYOK, HEOOXITHUX
JUI BUKOHAHHS KOHCTHTYIIHHOTO O0OB’S3KY 13 3aXHCTY
BiTun3Hu, HE3aJIeXKHOCTI Ta TEPUTOPIAIbHOT HLTICHOCTI
Ykpainu

(OCHOBH HAIIOHAILHOTO
CIIPOTHUBY

2 BUBIPKOBA YACTHHA

BusHavaerbcs 3aBasiku BUOOPY 3100yBaYaMy HABYAJIbHUX JUCHMILIIH i3 3aIIPONIOHOBAHOT 0

nepeJtiKy




5 PO3IIOAITI OBCAT'Y ITPOI'PAMMU 3A OCBITHIMU KOMIIOHEHTAMU
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= = cs
) = =
=9 e~ S =
=y el = i = =
= OcBiTHiii KOMIIOHEHT o < e 2
= g | | 83
S| 5| &7
© | E
1 2 3 4 5
1 OBOB’SI3KOBA YACTUHA 180
1.1 Iuka 3arajJbHOl MiATOTOBKH 30
31 YxpaiHchbka MOBa 3,0 | ic 1
32 [{uBinizaniiiHi mpoIecy B YKpaiHCbKOMY CYCHUIBCTBI 30 | m 3
33 [HO3emMHa MoBa npodeciiiHoro cpsiMyBaHHs (aHTJIIHCHKA / 6,0 | ic |1,2;3;4
HiMelbKa / ppaHIry3pKa)
34 [{innicH1 KOoMIIeTeHITIi paxiBIst 4,0 ic 7:8
35 ®di3uvHa KyJIbTypa i CIopT 30 | m3 |1:2:3:4
36 ITpaBo3HaBCTBO 30 | m 9
37 [uBinpHa Oe3meka 3,0 ic 14
38 OCHOBH HAIIOHAIBHOTO CIIPOTHBY 50 | m3 3,4
1.2 Iuka cneniaJbHOI MiATOTOBKH 150
1.2.1 bazosi oucyunninu 23
b1 Buia maremaruka 8,0 ic | 1;2:3:4
B2 dizuka 8,0 ic |1;2;3;4
B3 Teopis IMOBIpHOCTEH Ta MaTeMaTUYHA CTATUCTHKA 4.0 3 7:8
b4 ExoHoMIKa 1 ynpaBiaiHHS MIATPHEMCTBOM 3,0 3 15
1.2.2 Daxoei 0c8iMHI KOMRNOHEHMU 3 CNeYIAIbHICINIO 97
D1 CriemiasibH1 pO3JIUTH 3 MaTEeMAaTHKU 6,0 ic 5:6
D2 Beryn no daxy 3,0 3 2
D3 [IporpamyBaHHS 1 aITOPUTMIYHI MOBHU 11,0 | ic | 1;2;3:4
D4 OCHOBH €JIEKTPOHIKH 5,0 3 5:6
D5 Kibepzaxucr 10,0 | 1ic 13:;14;
15
D6 IndopmartiiiHi TeXHOJIOTIT 4.0 3 1.2
D7 MepexeBi TEXHOJIOTT 1 MPOTOKOJIH 11,0 | ic 7,8
Dy KommnekcHi cucteMu 3axucty iHdopmaii 9,0 ic 15
D9 OcHoBu kibepbe3nexu Ta 3aXucty iHdopmaiii 6,0 3 5:6
®10 |OmepariiiHi CHCTEMH 6,0 ic 5:6
D11 CucreMu TEXHIYHOTO 3aXUCTY iHhOopMalii 6,0 I3 11;12
@12 | Kpunronorisa 9,0 ic 9:10;
11;12
@13 | Vopasniaas iHQOpMaIiiftHOO 0€3MeK00 5,0 ic 13;14
@14 |Iludposa creranorpadis 6,0 | ic 15
1.2.3 Ipaxmuuna niocomoexa 3a cneyianonicmio ma amecmayis | 30
I11 [[IpakTuka HaB4YaJlbHa KOMIO'IOTEPHA 6,0 I3 4
I12  [[IpakTuka TEXHOJOTIYHA 6,0 I3 8
I13 | BupoOHNYa mpakTHKa 6,0 I3 12
I14 |Tlepenarecrariiiina mpakTuka 3,0 I3 16
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1 2 3 4 5
KP |Bukonanss kBaiidikamiiHoi poboTu 9,0 16
BUBIPKOBA YACTHUHA 60
B BusHauaeTnbcs 3aBAsiku BUOOPY 3100yBadaMu

HABYAJbHHUX JMCIHUILIIH i3 3alPONOHOBAHOIO NeEpeJIiKy
Pa3om 3a 000B’13K0B0I0 T2 BUOIPKOBOIO YaCTUHAMH 240

6 CTPYKTYPHO-JIOTTHHA CXEMA

[TocnimoBHICTh HABUYATBHOI JISUIBHOCTI 3/100yBaya 3a 000B’SI3KOBOIO YACTHHOIO
OIl mogana HIDKYE.

KinbkicTb ocBiTHIX
- KOMIIOHEHT, 110
1 I
5 S ? IIudpu ocBiTHIX KOMIIOHEHTIB = 5 P -
S| 7 SR
5]
1] 2 3 4 5 6 7 8
1 1 1 [31,33,35,51, B2, ®3, ®6 60 7 8 10
2 | 33,35,b1,B2, ®2, ®3, D6 7
2 3 |32,33,35,38, b1, b2, ®3 7 7
4 |33,35,38, b1, b2, ®3, I11 6
2 | 3 5 | D1, D4, 99, D10, (B) 60 4 4 8
6 | DI, D4, D9, D10, (B) 4
4 7 |34, B3, @7, (B) 3 4
8 |34, B3, ®7,112, (B) 4
3| 5 9 |36, D12, (B) 60 2 2 4
10 | @12, (B) 1
6 | 11 | ®11, D12, (B) 2 3
12 | @11, ®12, 113, (B) 3
4 | 7 | 13 | @5, D13, (B) 60 2 3 8
14 | 37, @5, @13, (B) 3
8 | 15 | b4, ©5, ©8, d14, (B) 4 6
16 | 114, KP 2
Ipumimxa:

KiIbKICTh OCBITHIX KOMIIOHEHT Y 4YBEpPTAX Ta CEMECTpax 3 YpaxyBaHHSIM BHOIPKOBUX
HaBYaIbHUX AUCHUIUTIH (B) BU3HauaeThcs micns oOpaHHS HaBYAIbHUX AUCHMIUIIH 3400yBayaMu
BUILIOT OCBITH




7 MATPULI BIAITOBIIHOCTI
Tabnuus 1. Matpuus BiANOBIIHOCTI BUBHAUYEHUX OCBITHHOIO IPOrPaMOI0 KOMIIETEHTHOCTENH KOMIIOHEHTaM OCBITHBOI TPOrpamMu

KoMmoHeHTH 0CcBITHBOI IpOrpaMu

31

32

33

34

35

36

37

38

bl

b2

b3

B4

D1 | P2 | D3 | D4 | D5 | D6 | DT | D8

D9

D10

D11

D12

®13

D14

I11

112

113

T4

KP

KomnerentHocTi

3K1

3K2

3K3

3K4

3K5

3K6

3K7

3K8

3K9

CK1

CK2

CK3

CK4

CK5

CKo6

CK7

X k| k| k| ¥

CK8

CK9

CK10
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Tabnuus 2. Matpuus BiANOBIIHOCTI pe3ybTaTiB HABYaHHS KOMIIOHEHTaM OCBITHBbOT IPOTrpaMu

KoMmoHeHTH 0CcBITHROI IpOrpaMu

32

33

34

35

36

37

38

bl

b2

b3

b4

o1

D2

P3

D4

D5

D6

D7

D8

D9

P10

D11

D12

D13

D14

I11

112

113

114

KP

Pe3ynbratu HaBuaHHS

PH1

PH2

PH3

PH4

PHS

PH6

PH7

PHS

PH9

PHI10

PHI11

PHI2

PHI3

PH14

PHIS

PHI16

PH17

PHIS8

PHI9

PH20

PH21

X k| k| *

PH22

20
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8 NIPMKIHUEBI I[TOJIOXXEHHA

[Iporpama po3pobiieHa 3 ypaxyBaHHSIM HOPMATHBHUX Ta IHCTPYKTUBHHX
MarepianiB MDKHaApOJHOTO, rajdy3eBOro Ta JIEpKaBHOTO PIBHIB:

1. IlonoxkeHHsT TPO aKpeauTalil0 OCBITHIX MNpOrpaM, 3a SIKUMH 3I1HCHIOETHCA
MIrOTOBKA 3100yBaviB BUIIO1 OCBITH, 3aTBepakeHe Hakazom MiHicTepcTBa OCBITH 1
Hayku Ykpainu Big 15 TpaBHs 2024 p. Ne 686. 3apeectpoBano B MiHicTepCTBI
octuilii Ykpainu 04 numss 2024 p. 3a Ne 1013/42358. [Enextponnuii pecypc].
https://zakon.rada.gov.ua/laws/show/z1013-24#Text.

2. byrenko A. Po3’sicHeHHs 10710 3acTocyBaHHsl KpuTepiiB OIIHIOBaHHS SIKOCTI
OCBITHBOI TIpOrpamMu: MeTOAWYHMIA TociOHWMK [EnekTponne Bumanus] / A. byrenko,
I'. lenuckina, O. €pemenko, O. Kuum, [. Cimmar, O. Tpebenko. — Kuis
HarionansHe areHTCcTBO 13 3a0€e3MeueHHs IKOCTI BUIIoil ocBiTH, 2024. — 127 c.

3. Ksgit Cepriii. lopoxxus kapta pedopMyBaHHs BUIOT OCBITH YKpaiHu. OCBITHS
nojituka. [Topran rpomaacekux excnepris. [Enextponnuit pecypce]. http://education-
ua.org/ua/articles/1159-dorozhnya-karta-reformuvannya-vishchoji-osviti-ukrajini.

4. T'nocapiit. HamioHasibHe areHTCTBO 13 3a0€3MEYECHHS SIKOCTI BHUINOI OCBITH.
[Enextponuuii pecypc]. https://naga.gov.ua/wp-
content/uploads/2020/01/%d0%93%d0%bb%d0%be%d1%81%d0%hb0%d1%80%d1
%96%d0%b9.pdf.

5. JloBimHUK KOpUCTYyBaua €KTC [EnexkTpoHHU pecypcl.
http://mdu.in.ua/Ucheb/dovidnik_Kkoristuvacha_ekts.pdf.

6. 3akon  VYkpaimm «IIpo Bumy ocBity» [EnektponHmii = pecypc].
https://zakon.rada.gov.ua/laws/show/1556-18.

7. 3aKoH Ykpainu «IIpo OCBITY» [ EnexTpoHHUM pecypc].
https://zakon.rada.gov.ua/laws/show/2145-19.

8. Jluct MinictepcTBa ocBiTH 1 Hayku Ykpainu Big 28.04.2017 p. Nel/9-239
I10JI0 BUKOPUCTaHHS y pOOOTI 3aKJIajiB BHUIIOI OCBITH MPUMIPHUX 3pa3KiB OCBITHIX
IpOrpam.

9. Cranmapt BHWIIOi OCBITH MATOTOBKM  OakaiaBpa 31  CIEMIAIbHOCTI
125 Kibepbesneka ta 3axuct inpopmarii. CBO-2024. — K. : MOH VYkpainu, 2024. —
18 c. — 3arBepmxkeHo 1 BBeaeHo B airo HakazoM MOH VYkpaiam Big 29.10.2024 p.
Ne 1547.

10. TloctanoBa KaGinery MinictpiB Ykpainu Bim 30 rpyaas 2015 p. Ne 1187
«IIpo 3arBepmkenHs JlineH3IHHUX yMOB TIPOBQKCHHS OCBITHBOI JISJIBHOCTI
3akJaaiB ocBiTHY. http://zakon5.rada.gov.ua/laws/show/1187-2015-ni/page.

11. JIuct MinictepctBa ocBiTH 1 Hayku Ykpaiau Bim 05.06.2018 p. Nel/9-377
1010 Ha/TaHHSI P03’ ICHEHb CTOCOBHO OCBITHIX IMPOTPaM.

12. TlonoxxeHHs TIPO Opradizaimiro OCBITHROTO Tporecy HarioHaimbHOTO
TEXHIYHOTO YHIBEpPCUTETY «JIHIMpoBChbka moiTexHika» / MIH-BO OCBITH 1 HayKu
Vkpainu, Han. texn. yH-T «/[HinpoBchka momitexHika». — Huimpo : HTY « /Iy,
2024. — 46 c. Pexxum goctymy: https://surl.li/qgvmos.

13. Tlonoxxenus mpo GopMyBaHHS MEPENTIKy Ta OOpaHHS HABYATHHUX TUCIUTLUIIH



http://education-ua.org/ua/articles/1159-dorozhnya-karta-reformuvannya-vishchoji-osviti-ukrajini
http://education-ua.org/ua/articles/1159-dorozhnya-karta-reformuvannya-vishchoji-osviti-ukrajini
https://naqa.gov.ua/wp-content/uploads/2020/01/%d0%93%d0%bb%d0%be%d1%81%d0%b0%d1%80%d1%96%d0%b9.pdf
https://naqa.gov.ua/wp-content/uploads/2020/01/%d0%93%d0%bb%d0%be%d1%81%d0%b0%d1%80%d1%96%d0%b9.pdf
https://naqa.gov.ua/wp-content/uploads/2020/01/%d0%93%d0%bb%d0%be%d1%81%d0%b0%d1%80%d1%96%d0%b9.pdf
http://mdu.in.ua/Ucheb/dovidnik_koristuvacha_ekts.pdf
https://zakon.rada.gov.ua/laws/show/1556-18
https://zakon.rada.gov.ua/laws/show/2145-19
http://zakon5.rada.gov.ua/laws/show/1187-2015-п/page
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3no0yBayaMu  BUIIOi  OcBITM  HalloHanbHOrO  TEXHIYHOTO  YHIBEPCUTETY
«/IHImpoBChbKa TOJITEXHIKa» (31 3MIHAMM Ta JONOBHEHHSIMH, 3aTBEPIKCHUMHU
Buenorw panorw yniBepcutery Big 22.04.2021, npotokon Ne 7) / Ham. TexH. yH-T
«/IninpoBcrka nomitexuikay. Juainpo, HTY «JI1», 2021. — 12 c.

14. TlonoxxeHHd TpO MOPSAOK peainizamil npaBa Ha akKaJeMIuyHy MO61JIBHICTB
HamionanbHoro TeXHIYHOro yHiBepcuTeTy ‘‘J[HIMpOBChKA TMOJITEXHIKA®  BIA
19.04.2018 p.

15. TIpo BHeCEeHHs 3MiH /10 TIEpENiKy raiy3eil 3HaHb 1 CIeliaJbHOCTEN, 32 SKUMHU
3MIACHIOETHCS MIArOTOBKa 3100yBauiB Bumoi ocBith / [loctanoBa KaGinery
MiHICTpiB YKpainu Bin 16 rpyans 2022p. Ne 1392.

16. Hakaz MinictepcTtBa OCBITU 1 Hayku Ykpainu «IIpo BHeceHHS 3MiH [0
CTaHJapTy BHUIOI OCBITHM 31 cremiaabHOCTi 125 «Kibepbesneka» s Mepiioro
(6akanmaBpchkoro) piBHs BHIIOI ocBiTH» Bix 29.10.2024 p. Ne 1547.

17. Haka3z MinictepctBa ocBiTH 1 Hayku Ykpainu «IIpo 3aTBepmxennss TunoBoi
nporpaMyd HaBYJIBHOT AUCHUILIIHK «OCHOBH HAIIOHAIBHOTO CHPOTUBY»» Bim 30
yepBHs 2026 p. Ne 1002.

OcBiTHsA TIporpama OINPHUJIIOAHIOETECS Ha CalTi YHIBEPCHUTETY JIO TOYaTKY
NPUIOMY CTYJICHTIB Ha HaBUaHHS.

OcBiTHS TIporpaMa MOIIUPIOETHCS Ha BCi KadeApH YHIBEPCUTETY Ta BBOJAUTHCS
B 1ito 3 01 BepecHst 2026 poky.

Tepmin il OCBITHROT MpOrpaMu HE MOXe TepeBulryBatu 3 poku 10 micsiiB
Ta/abo mepion akpemutailii. OCBITHS mporpama MHiAsIrae meperyisiay BiAlOBIIHO 10
3MiH HOpMAaTUBHOI 0a3u Ykpainu B cdepl BUILOI OCBITH, ajie HE PIAIIEe OJHOTO pa3y
Ha PIK.

BianoBiganpHICTh 3a SKICTh Ta YHIKaJIbHI KOHKYPEHTHI IE€peBard OCBITHBOL
IpoTrpaMu Hece rapaHT OCBITHBOT IPOTpaMH.



Hasuanbue Buganas

I'epacina Onexkcanapa BonoaumupiBHa
Kopnienko Banepiit IBanoBuu
Karaniit Terana CranicnaBiBHa
Kpyuinin Onekcanap BononumupoBuy
Tumodeer JImurpo CepriiioBuu
Crakanuyk Muxaiino IOpiitoBuu

OCBITHHO-TIPO®ECIMHA ITPOT'PAMA «KIBEPBE3IIEKA »
BAKAJIABPA
CHEIIAJIBHOCTI F5 KIBEPBE3INEKA TA 3AXUCT IH®OPMAIIII

EnexkTpoHHunii pecypc

Bunano
y HanioHanbHOMY TEXHIYHOMY YHIBEPCUTETI
«/IHIIPOBCHKA MOJMITEXHIKAY.
CaigonrBo npo BHeceHHs 110 [epxkapHoro peectpy K Ne 1842 Bin 11.06.2004.
49005, m. uinpo, npocn. Jmutpa ABopHuupkoro, 19.



PELLEH3IA
HA OCBITHBO-NPO(eciiiHy NporpamMy MiArOTOBKH 3100yBa4iB BHIIOI OCBITH
«Ki0ep0e3nexka» neporo (0akajgaBpcbKOro) OCBIiTHbOI0 piBHA
3a cneniaabHicTIO FS KidepOe3neka Ta 3axuct iHpopmauii

Crpimki Temnu eBomrouii IT-cexTtopy Ta Horo Baroma crpaTeriuia poJib
3yYMOBJIIOIOTh HEOOXIIHICTh (hOpMYBaHHS HaAIMHOI IHPpacTpyKTypu Oe3neKu JaHUuX,
a TaKoX OIEPAaTUBHOIO 3aJ0BOJICHHA MOTped NpodUILHOrO pHUHKY TMpaml 3
ypaxyBaHHSIM JIOKaJIbHOI Ta raiy3eBoi creuudiku. IIpoTsaroM ocTaHHIX POKIB Y
JHinpi 3adikcoBaHO BIIEBHEHE 3pOCTAHHS 1HIYCTPii 1HGOPMALITHUX TEXHOJIOT1H, 110
dopMye MOCTIHHMNA TOMUT Ha eKcrnepTiB y cdepi kibepbesneku. Boanouac y
perioHaJbHOMY CErMEHTI 3aHATOCTI HasIBHUI BITUYTHUN Opak
BUCOKOKBaJII()IKOBAaHOTO nepcoHany. 3okpema, Opakye (axiBIliB, KOTpPl BOJOJIIOTh
HaBUYKAMH 3IIMCHEHHS TEOPEeTUYHHMX Ta TNPUKIAAHUX JOCTIKEHb Y IapuHi
Ki0ep3axucTy, a TaKOX 3JaTHI OMEpPaTUBHO W PE3yIbTATUBHO BUPINIYBaTH CKIAJHI
NpakTUYH1 3aBAaHHsA. Taka AiSUIBHICTH Mae 0a3yBaTHUCS Ha CHHEPrii OCBITHBOTO
poIIeCy, HAYKOBOI AISUTBHOCTI Ta IHHOBAI[IMHUX TIXO0/IB, IHTETPYIOUH BITUM3HIHUX
¢daxiBIiB y CBITOBUH HAyKOBO-OCBITHIM MPOCTIp, IO JOJATKOBO IiIBUIIYE PIBEHb
COLIIATBHOI aAANITUBHOCTI Ta KOHKYPEHTOCTIPOMOKHOCT1 BUITYCKHHUKIB.

Crpykrypa ocBitHbO-ipodeciitnoi nmporpamu (OIIIT) «KibepOe3neka» € 4iTko
30aJIaHCOBaHOIO, a 11 OCBITHI KOMIIOHCHTH BHUKJIAJICH1 Y MOCIIAOBHIN JIOTTYHIN (hopmi,
10 JTO3BOJISIE TIOBHOIO MIPOIO PO3KPUTH CrHenudiky CydacHHUX BHUKIHMKIB y Trajysi
kibepOe3neku Ta 3aXucTy iHpOopMallii 3 ypaxyBaHHSIM IMOTOYHUX TCHACHIIIH PO3BUTKY
IT-6i3Hecy. BximtoueHHs1 BUOIPKOBOT YaCTHHU OCBITHIX KOMITOHEHTIB 3a0e3neuye s
3100yBaviB MOJKJIMBICTh CaMOCTIMHO (OopMyBaTH BIIACHY I1HAMBIAyaJlbHY OCBITHIO
TPAEKTOPIIO Ta POpMYBaTH BIAMOBIIHI (paXxOB1 KOMIIETEHTHOCTI.

OkpeMo BapTO HAroJOCUTH Ha JOUUIBHOCTI 3aJIy4eHHS 10 BHUKIAIAIbKOI
TSTEHOCTI MpodecioHaTiB-TIPakTHKIB 3 [IpuaHITPOBCHKOTO PErioHaAILHOTO HAYKOBO-
TEXHIYHOTO IEHTPY TEXHIYHOTO 3aXUCTY iH(pOpMaIlii.

Hana OIIIl BpaxoBye mnepenoBi TEHAEHIT y c@epl MTY4YHOTO IHTEJIEKTY,
rapanTye 3abe3reuye TIMOOKI 3HAHHSA IMOJO CY4YaCHHX MOJCIEH, METO/IiB,
aNrOpUTMIB KiOEp3axXuCTy, a TAKOK OPIEHTOBAHA HAa OMAHyBaHHS Cy4acHUX 3ac0O01B
1HbOpMAITIITHO-KOMYHIKAI[IHHAX TEXHOJIOTIH.

3BakarouM Ha BUKIAJEHI apryMEHTH, BBaXKaro, IO PEIEH30BaHA OCBITHHO-
npodeciiiHa mporpama Mo)ke OyTH PEeKOMEHJOBaHA JO0 BIPOBAKEHHS B IPOIIEC
MIATOTOBKHM 3/100yBadiB meprioro (06akamaBpChKOTro) pIBHS BHIIOT OCBITH 32
cnemanpHicTIO F5 KibepoOesneka ta 3axuct iH(opmarrii.

HavanbHuk
KpUTUYHOI iHpack
Jlepxcrien3s’ I3Ky \
o0J1acTi, MiIMOJIKOR

HOpiit [IOHOMAPEHKO



PELLEH3IA
HA OCBITHBO-NPO(eciiiHy NporpaMy MiArOTOBKH 3100yBa4iB BHIIOI OCBITH
«Ki0ep0e3nexka» nepmoro (0akajJaBpcbKOro) 0OCBIiTHbOIo piBHA
3a cneniaabHicTIO FS KidepOe3neka Ta 3axuct ingopmanii

CucrematuyHa €BOJIIOIISI Ta MacluTaOHE IHTErpyBaHHS PI3HOMAHITHUX
iHpoOpMaIITHUX TEXHOJOTi B yci cdepu KUTTEQIIBHOCTI  3YMOBIIOIOTH
HEOOXIIHICTh TOCUJICHHS 3aXOAiB O€3MeKH Ta HaAIMHOr0 3aXUCTy [aHHUX, IO
LHUPKYJIIOIOThH Yy COLIyMi, Ha MIANPUEMCTBAX, B YCTAHOBAX Ta OpraHizalisix ycix ¢popm
BJIACHOCTI. 3 OIVISIAy Ha Iie, NpeJCTaBlieHa I peleH3li OCBITHbO-IpodeciiiHa
nporpama (OIIIl) «KibepOe3neka» MiATOTOBKM OakanaBpiB 3a creniaibHicTiO F5
Kibepbesmneka Ta 3axuct iHpopmallii € HaA3BUUAWHO aKTYaJIbHOIO.

l'onoBna mera miei OIIIl momsirae y miaroToBui (haxiBiiB, SKI BOJOJIIOTh
KOMIIETEHIIISIMU III0/I0 MMPOCKTYBaHHs, €KCIUTyaTallii Ta BIPOBAKEHHS IHCTPYMEHTIB
inpopmaniitnoi Ta/abo kibepOesnexu. IXHs AisnbHICTH Mae OYTH CHPAMOBaHA Ha
yrepeKeHHs IHIUACHTIB Y cdepi Oe3neku Ta BiIOUTTA KibepaTak B iHPOpMaIliitHO-
KOMYHIKAIIIHHUX CHUCTEMaxX Ta Mepexkax, 30Kpema, Ha O00’€KTaX KpUTUYHOI
1HGPaCTPYKTYpH.

Hana OIIIT po3po6eHa BIAMOBIIHO 0 YMHHOTO CTaHAAPTY BUIIOT OCBITH JJIs
nepiioro (OakanaBpchbKOro) piBHA 3a cremianbHICTIO FS KibGepbesneka Ta 3axuct
iHbopMmamii. Bona mnepemnbadae ¢GopmMyBaHHS ~3arajlbHUX Ta  CIEMiadbHUX
KOMIIETEHTHOCTEMH, 110 BUPIIIYETHCS Yepe3 HABUAHHS Ta MPAKTUYHY MIATOTOBKY.

[Tepenik kommonentiB OIIIl Ta mocmigOBHICTH iX BUBUEHHS BIANOBITAIOTH
PO3MAITTIO BUMOT POOOTO/IABIIIB IPUBATHOTO Ta JEP>KaBHOTO ceKTOpiB. CTPYKTypHO-
JIOTIYHA CXEeMa Ma€ 3aBeplUIeHy CTPYKTYpY, UI0 TMO3UTHBHO BIUIMBAE Ha SKICThH
CIPUUHATTS Ta TVIMOWHY 3aCBOEHHS HABYAIBHOTO MaTepiany 3100yBadyaMH BHIIOI
OCBITH.

Cnig Ttakox 3a3zHauntd, mo OIIIl wmictuTh 000B’sA3KOBI Ta BHOIPKOBI
KOMITOHCHTH, a TaKOX Iepefdavae JIOCTATHIO KUIBKICTh 4Yacy Ha TEOPETHYHY 1
IPaKTUYHY MIJTOTOBKY CTYICHTIB.

Y miacyMKy BapTO 3a3HAuWTH, IO PO3TJISHYTa OCBITHBO-TIpo(deciiiHa
nporpama «KibepOesmeka» miaAroToBku OakamaBpiB HarioHaIpbHOTO TEXHIYHOTO
VHIBEPCUTETY «/[HIMPOBChKA TONITEXHIKA» € CBOEYACHOIO, TMEPCIECKTHBHOIO Ta
BiMOBiZa€ BciM 3amutam cydacHoro cBity [T mpoctopy. Tomy 1ii moxHa
PEKOMEHyBaTH IS MiATOTOBKH 3700yBadiB BHUINOI OCBITH 3a TEPIIUM OCBITHIM
piBHeM (OakamnaBp) 31 cnemianpHOCTi F5 KibepOesneka Ta 3axuct iHdopmarrii.

Hupextop TOB
«CreniajibH1 3aXUCHI
CUCTEMM)

Banepiit €CIH
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